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21594 Kommunikationsnetvaerk

H1

1) Laerlingen har kendskab til OSI-modellens lag 1-4

6) Laerlingen har kendskab til TCP/IP-protokol, herunder IP-adresser, subnet og DHCP.

7) Leerlingen kan anvende systemkommandoer som fx IPCONFIG og PING til at teste netveerk via PC.

8) Leerlingen kan installere og programmere forskellige netveerkstyper i boliger fx mesh, herunder oprette to adskilte netveerk fx et
gaestenetvaerk og et privat netvaerk.

9) Leerlingen kan planleegge, opbygge og installere et tradlgst netvaerk under hensyn til bygningskonstruktioner, andre signaler og elektrisk stgj.
11) Laerlingen kan veelge og indstille frekvens og kanal for tradlgse netvaerk.




Multlple Chclce 1]

* Enkeltmandsprgve
* Udleverede papirer
* Egne noter

Mobil, tablet eller PC bruges kun til

opslag i egne noter —ingen sggning
pa nettet.

Prove er karaktergivende !




Fre 23/1

Man 26/1

Tirs 27/1

TEORI:

- IP-adresser (klasser-private-public-subnetmask-gateway-na-fha-lha-bc-nat)

- Topologier (lan-wan-man-pan-internet-extranet-intranet)

- Netvaerkskomponenter (switch-router-wap-repeater-modem-hjemmerouter)

PRAKTIK:
- Packet Tracer gvelser

TEORI:

- Repetition

- Netvaerkskommunikation (isp-medier-ip-opsaetning)
- Protokoller (dns-dhcp)

- OSIl-modellen

- Test af netvaerk (ipconfig-ping)

- Tradlgst netvaerk

PRAKTIK:
- Hjemmerouter

TEORI:

- Repetition

- Besgg af DEF 10.00 - 11.30
- Adresseplaner

PR@VER:

- Opsaetning af tradlgs router og mindre netvaerk
- Oprydning

- Teoretisk prgve



IP-adresse (IPv4) | Class Range
A 0.0.0.0 to 127.255.255.255
180.65.11.101 B 128.0.0.0 to 191.255.255.255 47.208.65.89
C 192.0.0.0 to 223.255.255.255
g a5 s D | 224000 to 239.255.255.255
E 240.0.0.0 to 255.255.255.255
199.66.1.77 Class IP address range Network Mask Prefix Number of Number of
(1™ Octet) Networks Hosts 29.90.100.5
A 1.-127. 255.0.0.0 /8 125 16,777,214
B 125, - 191. 25525500 /16 16,382 63,534
C 192, - 223. 2552552550 24 2,097,150 254 10.40.1.46
D 224, -239. Multicast addresses
E 240. - 254. Restricted/Experimental




Class A

Network Host

Class B

Network Host

Class C

Network Host

f.eks 86.155.2.65

f.eks 186.18.30.141

f.eks 195.7.60.11



Hvad er et Netvaerk???

(Art Department)



Class

Range

MmO Nw»

0.0.0.0 to 127.255.255.255
128.0.0.0 to 191.255.255.255
192.0.0.0 to 223.255.255.255
224.0.0.0 to 239.255.255.255
240.0.0.0 to 255.255.255.255

The Private Address Blocks

Network
Address and
Prefix

10.0.0.0/8
172.16.0.0/12

192.168.0.0/16

RFC 1918 Private Address Range

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255

192.168.0.0 - 192.168.255.255




Offentligt

0.0.0.0

Privat

127.255.255.255

ClassA eo—e—e
10.0.0.0 10.255.255.255

128.0.0.0 191.255.255.255
Class Be O—=0 o
172.16.0.0 172.31.255.255
192.0.0.0 223.255.255.255
Class C e0—e ®

192.168.0.0 192.168.255.255



Network Address Translation (NAT)

209.65.200.1
81.11.384

L O

8.208.41.253

190.52.52.4
66.200.1.7

108.40.60.220

'

11.41.51.61
192.168.1.0/24
D 192.168.1.11

Dl92.168.1.22
D 192.168.1.33
D.192.168.1.44

g192.168.1.55

0O
& O
-
& O
(-
=R

Router IP
Address:
. 210.20.6.9§

NAT-router
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Private Network
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Public IP Address

Internet
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192.168.66.0 / 255.255.255.0
192.168.66.1
192.168.66.2
192.168.66.3
192.168.66.4

192.168.66.253
192.168.66.254
192.168.66.255

Network Address
First Host Address
Last Host Address

Broadcast

NA
FHA
LHA
BC

192.168.66.0 /24

2 5
;—— 192 16866 254
192 168.66.6
=
192 168.66.1
—
R ekt 192.168.66.70
192.168.66.0
192.168.66.1

192.168.66.254
192.168.66.255



MA10.0.0.0

Io

10.0.0.0 /255.0.0.0

Network Address NA
First Host Address  FHA
Last Host Address  LHA
Broadcast BC



192.168.28.200

Network Address
First Host Address
Last Host Address

Broadcast

NA
FHA
LHA
BC




Classbestemmelse.

Bestem hvilken Class (Classfull) og hvilke uktet-tvpeﬂ

RN [
1 ® imassis 7 110264100
2 1614055200 8 160255177
A S S N I
3 a02ssoma T 9 230357102
A N R [

A i i".l"lll""lﬂ'ﬂ 712 T7AC C1n

L9797 100 A4 D




N NHH
172.28.5.13

N H H H
16.140.55.200

N H H H
10.23.40.114

HN N H H
210.88.213.245

N H H H
66.16.42.200

N N N H
201.14.67.111

10

11

12

N HH H
110.26.4.100

N N H H
160.2.55.177

230.35.7.102

N N NH
222.109.44.2

N N HH
170.255.14.9

N H H H
5.40.6.38



. . Samme Forskellige Samme Forskellige
Device A Device B
netvaerk hetveerk netvaerk netvaerk
192 168.16.25/24 192 168.16.70/24 b4 b 4
172.16.5.10/16 172.16.12.10/16 X
10.0.5.110/8 10.0.5.2/8 b 4
30.24 50.8/8 32.24 50.8/8
200.15.66.40/24 201.15.66.40/24
188.14.14.14/16 188.15.14.20/16
124 254 2 80/8 124 254 8.20/8 X
100.100.50.50/8 150.10.60.70/8
170.155.254 26/15 170.170.156.40/15
30.40.50.60/8 314151 61/8
108.45.99.190/8 108.45.100.191/3 X
201.25.100.40/24 201.24.100.200/24 X
170.45.45.11/16 170.45.45.120/16 X
190.200.2.73/16 190.20.2.72/16 X
200.200.200.0/24 200.200.200.200/24
471520128 47 20.15.12/8 X
130.20.20.85/16 120.30.30.58/16
22211.111.222/24 222.111.11.111/24 X
194.1.50.82/24 195.1.50.200/24
150.10.200.4/16 150.10.100.8/16 X

160.160.160.160/24

160.170.180.190,/24




Udfyld tomme felter.

EUC

NA | 172.16.0.0 NA

FHA FHA

LHA LHA | 130.27.255.254
BC BC

NA | 192.16850 NA




NA 172.16.0.0 NA | 130.27.0.0

FHA| 172.16.0.1 FHA| 130.27.0.1

LHA | 172.16.255.254 LHA | 130.27.255.254
BC 172.16.255.255 BC 130.27.255.255
NA 192.168.5.0 NA | 62.0.0.0

FHA| 192.168.5.1 FHA| 62.0.0.1

LHA | 192.168.5.254 LHA | 62.255.255.254
BC 192.168.5.255 BC | 62.255.255.255
NA | 10.0.0.0 NA | 198.255.255.0
FHA| 10.0.0.1 FHA| 198.255.255.1
LHA | 10.255.255.254 LHA | 198.255.255.254
BC 10.255.255.255 BC 198.255.255.255
NA 190.0.0.0 NA | 100.0.0.0

FHA| 190.0.0.1 FHA| 100.0.0.1

LHA | 190.0.255.254 LHA | 100.255.255.254
BC 190.0.255.255 BC 100.255.255.255
NA | 200.5.8.0 NA | 172.35.0.0

FHA| 200.5.8.1 FHA| 172.35.0.1

LHA | 200.5.8.254 LHA | 172.35.255.254
BC | 200.5.8.255 BC 172.35.255.255
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o Euc

Konvertering binzer decimal

00101001m=____  _qw) l‘-"]'mc{Dc:kl.lment sidst sendret: lg kI, 09:1 9]
000001112 = 10) 00001010 2 = _10)
000011002 = i10) 00000001z = _{10)
00000010z = _{10) 010101014z = 0
01110010p) = 110) 01111111y = _10)
224pn)= {9 18810= =2)

129010= i2) 1410p= {z)




Konvertering binaer decimal

00101001z = 41 _{10) 00010000z = 16 _l10})
00000111z = 7 _110) 00001010z = 10 _[10)
00001100z = 12 _{10) 00000001z = 1 _{10)
00000010z = 2 _{10) 01010101z = 85 _{10)

01110010z = 114 g 011111111y = 127 _qo)




1110 0000 __p3)

1000 0001___jz)

__ 10100 1000 (2]

_ 1111 0000_ _ix

0000 1001___p

188(10)=

1011 1100__ _j

142

110j10)=

0000 1110 _ 3

0110 1110 _ 3

33(m=

245(10)=

0010 0001___(y)

1111 0101_ _iy







Bytel 1 Byte2 1 Byte3 . Byted |

Undermaske Class A
Class B

Egenskaber for TCP/1Pvd (Internet Protocel Version 4) =4
Generelt Class C

Du kan f& IP-indstilinger tildelt automatisk, hvis dit netvasrk
understgtter denne fadlitet, Ellers skal du kontakte din
netvaerksadministrator for at fA de korrekte IP-indstilinger. Class D

() Hent automatisk en IP-adresse

(@) Brug folgende IP-adresse: Class E
IP-adresse: | 192 .168. 22 . 8 |
Undernetmaske: | 255 .255.255. 0 |
Standardgateway: | 192 . 188, 22 . 1 |

Hent automatisk en DNS-serveradresse

(@) Brug folgende DNS-serveradresser:

Foretrukken DNS-server: | 8 .8 .8 .8 | 114516
Alternativ DNS-server: | 87 .95 .144. 179 | 255.0.0.0
- | 141.202.8.4
[] valider indstilinger ved afslutning | Avanceret... | 25525500
[ ok ]| amuier |

197.144.137.2
255.255.255.0



| Bytel : Byte2 1 Byte3 . Byted

Undermaske s | et | e
Class C NETID H
Class D HH‘IW' W \
. Decimal Binzer | Prafix
255.0.0.0 11111111.00000000.00000000.00000000 /8
255.255.0.0

255.255.255.0



255.255.240.0 111117111.171111111.11110000.00000000 /20

255.255.255.192 11111111.1117117111.11111111.11000000 /26

255.255.248.0 11117171171.1171171111.11111000.00000000 /21



IP Header Classes:

Subnet Max Max
Class Address Range ) number of | number of Application
masking
networks hosts
Class A 1to 126 255.0.0.0 126 16.777.214 |Used for large number of hosts.
Class B 128 to 191 255.255.0.0 16.384 65.534 Used for medium size network.
— - — \
Class C 192 to 223 255.255.255.0 | 2.097.157 254 Dsed for local area network.
\ /
Class D 224 to 239 NA NA NA Reserve for multicast.
This class is reserved for
Class E 240 to 254 NA NA NA research and Development

Purposes.




Subnetting

subnets
Subnetting

Big Single Network Division of network into 4 subnets
200.1.2.0 200.1.2.0 20012128
m ?,\g IP:  200.1.2.70
SLJZ UM: 255.255.255.192

200.1.2.64 200.1.2.192

Single Network

Division into 4 subnets



Subnetting

200.1.2.0 200.1.2.0 200.1.2.128
O Subnetting ' C
Single Network Division into 2 subnets

200.1.2.0 200.1.2.128 200.1.2.0 200.1.2.12
Subnetting I
Further

co



Topologies

Physical and Logical Topologies

mmD Ethernet Switch Physical Topology

D u Admin office

Router

Mail Server

Web
Server
File Server

Mall server 192.168.2.1
Web server 192.168.2.2
File server 192.168.2.3

Logical Topology

192.168.2.4
192.168.2.5

192.168.2.6
192.168.1.1

192.168.1.2

192.168.1.3
Ethernet 192.168.1.4
192.168.2.0 192.168.1.5
TR 192.168.1.6

Depariment Server

192.168.1.7
192.168.1.8 Printer
192.168.1.9

Router-Firewall

Ethernet
192.168.1.0

Classroom 3



Netvaerks-topologier
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Login www.netacad.com  (Cisco)

Mail: testpersonciscod@hotmail.com
Password: Cykelhjul000*

! 8 hitps://www.netacad.com *
P UDDATA+ @) EL-Supply & Google @ Netspace [ Importeretfrale @) BOKS @3 sdbf.dk @) NORDEA & eucsj.plusportal.dk @) ASWO @) naspeno - Synology Di... @) MobilePay @) Microsoft Teams [ Python @) BigBlueButton &} Moo

letworking

«cademy Courses ~ Careers ~ Support More ~ Q English Login~

Forgot Password

Owerlng a” people Wlth Career : ~ = 4 ‘ Resend Activation Email B
ibilities '3 : " A Redeem Seat Token

orking Academy transforms the lives of learners, educators and
ies through the power of technology, education and career opportunities.
to anyone, anywhere.

rently providing assistance for you to teach and learn remotely.

re remote tools and tips
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Explore the Network Summary Conclusion Warriors of the Net
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LANs and WANSs

* Local Area Networks
e Spans across small geographical area
* Interconnects end devices
 Administrated by a single organization

* Provide high speed bandwidth to
internal devices

PrintServer FilServer

e Wide Area Networks

* Interconnects LAN

* Administrated by multiple service ﬁ_
providers LAN

* Provide slower speed links between
LANS

Internettet
WAN

-—

LAN

s






The Internet, Intranets, and Extranets

The Internet
The Warld

* The Internet

. . . Extranat
* Worldwide collection of interconnected networks Hrane

Suppliers, Customers, Collaborators
* Not owned by any individual or group

* |Intranets and Extranets

Intranet
Company Only
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.

1941 2950_-24W WRT300N Server-PT
Router Switch Wireless Router mail
) —
e
’ - 5 Server-pT
=z
: 4 ,
Desktop Computer Laptop Printer |
End Devices . __s——4 oy
=4 D OSL-Modem-PT Cloud-PT -
WRT300N DSL Modem internet
. . Wireless Router Laptop-PT
IP Phone Wireless Tablet TelePresence Endpoint admin
a. Copper Cross-Over
b. Interface Ethernet
é =< Fa0/0, (oA
i . | g — —_—_——_‘9‘.""?
Wireless Router LAN Switch Router
Intermediary ® Se0jojer2 a. Serial DCE connection
Devices -. b. Interface Serial port
Multilayer Switch Firewall Appliance
18k1 Fa a. Copper Straight-Through connection
Faol?)%f 0
Wireless Media ‘
Network Media Fa0 2
LAN Media Fa0/ 1T 24
—
_ PC-P
Z_ WAN Media PCO Fa0 a. Copper Straight - Through connection
b.Interface Fastetherner
_—
PC-PT
PC1




Network
192.168.10.0

FO/1
Web Server

Email Server

i FO/3
File Server =

Internet

Network 192.168.100.0

LAN
WAN
2
. Network 192.168.11.0
Central

Home Office

Branch




Gateway

Gateway
LAN

I Router

Switch




Addressing Devices
Gateway

.35

Server-PT
10.12.14.0 Serverl

— 1
gl

172.16.4.0 55| & '-.________\--._.___'%.-u:;__‘ 34 i
e
1941 Ty d

Routerd 1941 2960-24TT
Routerl 122 Switchi
2960-24TT
Switch0
220
Server-FT F 21
Serverd Laptop-FT
Laptopl

192.163.7.0
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1_Opstart Packet Tracer

Find 5 netvaerks-enhed til hinanden.

Forbind enhederne med et kabel.

EERS0sr i@y QaaaoE BEEFE
/7 me ¢ Hpd

¥ pT Activity: 00:00:27 — O ¥

This Lab does not include an Addressing Table. “
Learning Objectives:

» Explore the PT interface

Locate the key components used to place device symbols in the logical workplace
Examine the devices that can be placed in the logical workplace and their symbols
Place and connect devices

Add device symbols to the logical workplace

Connecting devices in the logical workplace using auto connection

Introduction:

DPacket Tracer 1s a network simulator that allows vou create a simulated network, configure the
devices in the network, test the network, and examine the traffic in the network. The first step
in creating a simulated network in Packet Tracer 1s to place the devices in the logical
workplace and connect them together. Packet Tracer uses the same syvmbols as are used
throughout the curriculum. Match the icons in PT with the symbols in the symbol list.

Task 1: Explore the PT interface

Step 1. Logical Workspace -
[Time Elapsed: 00:00:27 | Completion: 0%

|:|Tup |:| IO Check Results @ 1M @




2 Opstart Packet Tracer

Forbind 2 PC’ere med et passende medie.
Giv dem IP-adresser.
Test at de kan pinge til hinanden.

v

EEREQOsr-i AT QeaQoBE BEFE
S @> B/ rme @ M

=+ wLogical || — Physical |= 622 y:5

4
FC1 PC2



» =
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- o -

3_Opbyg dette netvaerk i Packet Tracer

Opbyg dette netvaerk i Packet Tracer, som en ngjagtig kopi.

Fa0
ServerQ
N . Fa0N7 ,
Fa0/20 /7
Laptop0 Fa0/23 7

Fa0s /
Switch

: Ve
T ‘ Fa0/10
Gig0/1 Fa0/23 0
Router0 Switch1 ! -

Printer0

Ve

IP Phonel



4 Eget netvaerk i Packet Tracer

Lav en skitse, og opbyg det i Lav Packet Tracer.
Opleaeg ligger i Studie+

Devices

Ethernet eller wireless
ISP

|P-add ?




5_Fejlfind pa netvaerk

Lav Packet Tracer opgaven.
Test om alle kan pinge alle.
Fix problemet, hvis de ikke kan.

1F72.16.17.10 22 16,128 4
255,255.255. O "= ]| 255 2vs.25S. O

il E

La.ff)/"f

—

172.14.17. bo

Printer 255,255.255.0
C

172, 14.128. 200
25%.25%.255. O




Chapter 1 ’ 12 ’ 1.24 ’ 1244
Explore the Network LANSs, WANS, and the Internet Internet Connections Packet Tracer - Help and Navigation Tips

Cisco Packet Tracer

i) Scenario

Opgaver hentes i Studie+

1 Opstart Packet Tracer (opbyg lille netvaerk)

2 Opstart Packet Tracer (forbind 2 PC til hinanden, og giv dem IP-adresser)
3_Opbyg dette netveerk i Packet Tracer (som en ngjagtig kopi)

4 Hjemme-netveerk (Tegn en skitse af egen lejlighed eller hus)

5 Fejlfind pa netveerk (Opbyg i Packet Tracer et netveerk. Fejlfind og ret fejl)



)

JpPgaveol /ersSigl » for Per Theen Nerreslet. Filter

% 0% % %

%,

Opgavetitel Hold

1_Opstart Packt Tracer n2éh1ele1
2_Opstart Packet Tracer n2éhiele’
3_Opbye dette netvaerk i Packet Tracer n2éh1ele1
4 _Eget netvaerk i Packet Tracer n2éh1ele1
5_Fejlfind pa netvaerk n2ahielel

- Kommunikationsnetvaerk 2

=

Kommunikationsnetvaark 2

Kommunikationsnetvaerk 2

Kommunikationsnetvaark 2

Kommunikationsnetvaerk 2

Kommunikationsnetvaark 2

Gem pka-opgaven lokalt (f.eks i Overf@rsel)

og upload til Studie+
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Fre 23/1

Man 26/1

Tirs 27/1

TEORI:

- IP-adresser (klasser-private-public-subnetmask-gateway-na-fha-lha-bc-nat)

- Topologier (lan-wan-man-pan-internet-extranet-intranet)

- Netvaerkskomponenter (switch-router-wap-repeater-modem-hjemmerouter)

PRAKTIK:
- Packet Tracer gvelser

TEORI:

- Repetition

- Netvaerkskommunikation (isp-medier-ip-opsaetning)
- Protokoller (dns-dhcp)

- OSIl-modellen

- Test af netvaerk (ipconfig-ping)

- Tradlgst netvaerk

PRAKTIK:
- Hjemmerouter

TEORI:

- Repetition

- Besgg af DEF 10.00 - 11.30
- Adresseplaner

PR@VER:

- Opsaetning af tradlgs router og mindre netvaerk
- Oprydning

- Teoretisk prgve



Udfyld felterne med fagudtrykket i lgebet af undervisningen:

Automatisk uddeling af IP-adresser til enheder pa netveerket.

Viser alle netveerksdetaljer for din computer (IP, DNS og
Gateway).

Tiekker om en anden enhed/hjemmeside svarer,
og hvor hurtigt.

Viser ruten (alle hop) pakker tager til en destination.

Internettets telefonbog, der oversastter navne (google.dk) til
IP-adresser.

Viser fa oplysninger om netvaerksdetaljerne pa din computer.

Veerktgj til at finde DNS-oplysninger og tjekke IP-adresser for

et domaene.
Din internetudbyder (f.eks. YouSee, Norlys), der giver dig
adgang til nettet.

En unik identifikations-adresse knyttet til et netkort (fx WiFi
eller Ethernet) pa en PC.




5_Fejlfind pa netvaerk

Lav Packet Tracer opgaven.
Bemaerk UM.

Test om alle kan pinge alle.

Fix problemet, hvis de ikke kan.

1F72.16.17.10
255.255.255. ©

il

R

La.ff)/"f

Printer

172, 14.12%. 200
25Y.25%.255. O

122 16,128 4
[ =] 255 .28s.255. O

—

172.14.17. 4o
255,255.255.0
PC




Repetition:

;(Byte1 ., Byte2 . Byte3d Byte4§

ClassA | NETID |

Class B NET ID

Class C NET ID

Class D MULTICAST ADDRESS

Class E RESERVED




Repetition:

_ Address | Valuein First| Classful Mask | Classful Mask

A | - 126 255.0.0.0 /8

B 128 - 191 255.255.0.0 /16
C 192 - 223 255.255.255.0 /24
D 224 - 239 N/A N/A
E 240 - 255 N/A N/A




Repetition:

Private Network
202.60.23.2
192. 168.0.1 1
,' “Public IP{Addresses

¢ NAT Server

192 168.0.2 :
2 } 202.60.23.1
] o
—— 192 168.0.100 ,

Private |P Addresses



Repetition:




Repetition:

LAN Interface Properties Configuring a Static IPv4 Address
& Egenskaber for Local Area Connection = [ Egenskaber for TCP/IPv4 (Internet Protacol Version 4) L2 eS|
Netvaerk |Deling| MI
Cpret forbindelse ved hjizslp af:

Du kan f& IP-ndstilinger tildelt automatisk, hvis dit netveerk
E.. NV'D'.P'. HFDI'CE 'Iﬂr"'lﬂﬂr"'H}DD Mbps Ethemet understﬁitter denr‘le 'rﬁCIlltEt. Ellers skal dLJ kﬂﬂﬁkte dlrl

netveerksadministrator for at f& de korrekte IP-indstilinger.

(7 Hent automatisk en IP-adresse
Denne forbindelse bruger felgende elementer:

i@ Brug felgende IP-adresse:
ﬂ: Klientprogram til Microsoft-netveerk
gﬁns-pakkeplanlmgning IP-adresse: w.o .0 .1
.@Fil- og printerdeling til Microsoft-netvesr Undernetmaske: 255 . 355 . 355 . 0
i |mtemet Protocol Viersion 6 (TCP/1PvE)
®WTCP/|Pv4 (Intemet Protocol Version 4) Standardgateway: 0.0.0 .24
i | /O-driver til mapper til link4ayertopologi
i Besvarelse til linkayertopaloai Hent automatisk en DM5-serveradresse
i@ Brug felgende DNS-serveradresser:
Installer. .. Fiem Egenskaber Foretrukken DNS-server: 8 .8 .8
Beskrivelse

Alternativ DNS-server: g8 .8 .4 .4
TCP/IP (Transmission Caontral Protocol /intemet Protocal).
Standard-WAN-pratokel, der kan bruges til kommurikation pa
twasrs &f flere indbyrdes forbundne netvasr.

[ valider indstilinger ved afslutning

OK || Annuler ok | [ Anonuler |




Repetition:

IP Address: 192 . 168 . 100 : 255 +— Broadcast Address

Subnet Mask: 255 . 255 . 255 . 0



Repetition: WAN IP-adresser

A 0.0.0.0 - 127.255.255.255 /8

Class — Private/Public — Subnetmask ?

B | 128.0.0.0 — 191.255.255.255 /16

110.16.80.5
C | 192.0.0.0 — 223.255.255.255 /24

10.25.60.203
200.41.101.3

LAN IP-adresser

110.16.80.5 f
A | 10.0.0.0-10.255.255.255 /8
B | 172.16.0.0-172.31.255.255 /12
C | 192.168.0.0 — 192.168.255.255 /24



Er disse to IP-adresser i samme netvaerk?

192.168.80.40

192.168.11.200
13.45.11.251

13.26.72.33

221.22.54.81
221.22.103.7

144.60.22.40
144.61.22.211

191.17.59.177
191.17.48.177



Host-A har en IPv4 adresse og en subnetmaske: 214.61.60.49 255.255.255.0.

Hvilke af nedenstaende adresser, er pa samme netveerk som Host-A?(flere muligheder)?

. 214.61.60.200
Il. 214.67.30.11
ll.  214.61.60.1
V. 214.214.77.40

V. 214.88.6.6.65



Hvad er FHA for: 114.11.120.63 255.0.0.0.

. 114.11.0.1

II. 114.0.0.1

. 114.11.120.0

V. 114.0.120.64

V. 114.0.0.0



Hvilken klasse hgrer 10.255.88.41/16 til?

l. Class A

II. Class B

lIl. Class C

IV. ClassD

V. ClassE



Repetition:

88.14.170.55/8

NA

FHA

LHA

BC




Repetition:

Subnetmaske (Decimal) Subnetmaske (Binaer)

255.255.255.0




Repetition: NAT (Network Address Translation)

. | local network I The
(Private IP Address N
192.168.100.X) nternet
Router/NAT Device
Default Gateway 145.12.131.7

192.168.100.1 (Public IP Address)




Logical and Physical View

Repetition:
er Ethernet Switch Physical Topology
>< @ Admin office
I
Router ‘
- LIS} Admin Hub Classroom Hub
= T N
Mail Server
Classroom Hub
Web ,‘ | =
Server | 2
——r Classroom 3
File Server Classroom Hub A
Classroom 2
Logical Topol
; 9 pology Classroom 1
Mail server 192.168.2.1
Web server 192.168.2.2
File server 192.168.2.3
192.168.2.4.
192.168.2.5
192.168.2.6 -
192.168.1.1
Department Server 192.168.1.2 -
192.168.1.3 ;
, 192.168.1.4
Ethernet <Jdmin:Group 192.168.1.5
192.168.2.0 S
192.168.1.6

Internet

Router-Firewall

192.168.1.7
192.168.1.8 Printer
192.168.1.9

Classroom 1.

Classroom 2

Ethernet
192.168.1.0

Classroom 3



\m. |

Repetition:




Repetition:







Repetition:

Packet Tracer <

Software

Oversat fra engelsk - Packet Tracer er et visuelt simuleringsvaerktsj
pa tvaers af platforme designet af Cisco Systems. der giver brugerne
mulighed for at oprette netvaerkstopologier og efterligne modeme
computernetvasrk.



Repetition:

Gateway




Repetition:

Decimaltal | Binzere tal
1 0001
2 0010
3 0011
4 0100
5 0101
6 0110
7 0111
8 1000
9 1001
10 1010
11 1011
12 1100
13 1101
14 1110
15 1111
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Ipconfig /all

C:\Windows\system32\cmd.ex 3

Microsoft Windows [Uersion 6.1.7108]
Copyright {(c> 2008? Microsoft Corporation. All rights reserved.

C:\Users\Hongfu>ipconfig/all
Windows IP Configuration

Host Name . . )
Primary Dns Sufflx

. Hongfu-PC
Node Type . . :

Hybrid

No

No
lib.ksu.edu

IP Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search List

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . lib.ksu.edu
Description . . . . . . . . . . Broadcom NetXtreme 57xx Gigabhit Controlle

Physical Address. . . . . : B9-13-72-7C-8C-ES8

DHCP Enabled. . . . . . Yes

Autoconf iguration Enahled Yes

Link—local IPu6 Address . fe80A::6518:63ad:421d:ef9fxZ11(Preferred)
IPv4 Address. . . . . = 129.130.37.245(Preferred)

Subnet Mask . . . = 255.255.252.0

Lease Obtained. . Monday, December 07, 2009 7:31:29 PM
Lease Expires . . Monday, December G7,. 20609 8:01:29 PM
Default Gateway . = 129.130.39.240

DHCP Server . . . : 129.136.12.184

DHCPv6 IAID . . . 234886002

DHCPv6 Client DUID #8-81-08-61-11-F1-A3-D5-80-13-72-7C—-8C—-E8

DNS Servers . . . s 129.138.2%4.2
129.130.12.18
129.1368.254.3

NetBIOS over Tcpip. Enabled




Kommandoprompt
Skrivebordsapp

&% Seg i mine ting

cmd

ipconfig

C:\Users\penoripconfig

Windows IP Configuration

“_ =

Connection-specific DNS Suffix
IPv4 Addre
Subnet

Default

—

)
aor
&

-
fln Y

[y}
LLi
=t
m
LLi

.
o

LM
| %

ol =

(W S |

LM

LM




X - v : A . - 4
stfian]e, = ! - -
CISCO. Sary iy —— - W= ’

192.168.23.111

Serverl

17216100208 - 192.168.23.222
== T
...-#I i '_ - - - -
—
Switchi -
—— .'#
T
1.1 6.7 172.16.52. 208
10101 2551 I '
 —— Router(

-I;' 192.168.23.38
W 4

Laptopld



C:\Users\peno>tracert www.dr.dk

Tracing route to el17571.dscb.akamaiedge.net [95.166.155.168]
over a maximum of 3@ hops:

1
5
3
4
g
G

1 ms <1 ms 192.168.87.1

= = = Request timed out.
13 ms 13 ms 1: 85.218.198.58
14 13 ] be213.ejby-dist82.link.stofa.net [89.184.134.36]
15 i ] bel92.hrsk-cor83.link.stofa.net [89.184.128.78]
13 ms 14 ms ] be282.banx-br@l.link.stofa.net [178.155.255.281]
17 ms 17 ms 212.18.11.254
8 15 12 1: a95-168-155-168.deploy.static.akamaitechnologies.com [95.186.155.168]

Trace complete.




X - v : A . - 4
stfian]e, = ! - -
CISCO. Sary iy —— - W= ’

tracert

192.168.23.111

Serverl

17216100208 - 192.168.23.222
== T
...-#I i '_ - - - -
—
Switchi -
—— .'#
T
1.1 6.7 172.16.52. 208
10101 2551 I '
 —— Router(

-I;' 192.168.23.38
W 4

Laptopld
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nslookup

Microsoft Windows [Version 16.8.19645.6396]
(c) Microsoft Corporation. Alle rettigheder forbeholdes.

C:\Users\peno>nslookup www.db.de
Server: nsl.norlys.dk
Address: 212.10.16.4

Non-authoritative answer:
Name: www . db.de
Address: 81.286.197.89




ISP
(Internet Service Provider)

Internet

Government

Educational

Home Small Institution

Large Business
Corporations



Internet Connections

DSL
Internet Access Technologies LI RE Cable
Internet Service Provider (ISP)
Broadband cable {TV)
Broadband Digital Subscriber Line (DSL) Cellular Internet

Wireless WANs
Mobile Services
Business DSL
Leased Lines
Metro Ethernet

Teleworker

Internet Service
Provider

Satellite

Dial-Up Telephone

Small Office







Subnetmask H1 ;?. .
GF2 Data Naestved efterar 2021 svar






C:\Windows's : -netsh advfirewall firewall add rule name="ICMP Allow incoming V4 ec

C:h\Windows\s

£k Windows Firewall med avanceret
sikkerhedspolitik
Skrivebordsapp

Indstillinger
@ Windows Firewall

# Giv et program adgang gennem Windows
Firewall

%% S@g i mine ting

windows fi rewall|

protocol=icmpv4:8,any dir=in action=allow

protocol=icmpvd:8,any dir=in action=block

- ~ 1 ﬁ' » Kontrolpanel * Alle elementer | Kontrolpg

Startside for Kontrolpanel

Tillad, at en app eller en
funktion passerer gennern
Windows Firewall

Rediger indstillinger for
meddelelser

513 Windows Firewall til eller fra
Gendan standardindstillinger
Avancerede indstillinger

Foretag fejlfinding af
netvasrket

Hjaelp med at beskytte

Windows Firewall hjaelper mi
gennem internettet eller et n

. 0 Private netvae
Metvasrk derhjermme eller p

Tilstand for Windows Firew

Indgaende forbindelser;

Aktive private netvasrk:

Tilstand for meddelelse;

. Q Geaestenetvaer

Metvaerk pa offentlige stede

Tilstand for Windows Firew

itrolpanel » Alle elementer | Kontrolpanel * Windows Firewall » Tilpas indsti

Tilpas indstillinger for alle netvaerkstyper
Du kan z=ndre firewallindstillingerne for alle de typer af netvas
Indstillinger for privat netwasrk
0 (") S1& Windows Firewall til
Bloker alle indgaende forbindelser, herunder

Giv besked, nar Windows Firewall blokerer en
g (®) 513 Windows Firewall fra (anbefales ikke)

Indstillinger for offentligt netvasrk
0 (") S1& Windows Firewall til
Bloker alle indgaende forbindelser, herunder

Giv besked, nar Windows Firewall blokerer en

g (@) 513 Windows Firewall fra (anbefales ikke)




.25 NA: 122.8.50.0

.109
NA: 10.0.0.0

Switcho

NA: 192.168.52.0

99

NA: 172.16.99.0

Switch2
221

40

Switchi Routers Routersi Serverld
14

NA: 55.70.209.0



Routerg



ﬁ'"""’
, CEO
Hﬂ-utefleceptlﬂn

Router Hall

" Wardrobe
-~

-~
” Web-zerver

Dowernztairs

La=zer



—

Find 2 fejl 113.207.55.3 h ;,1

ISP

113.207.55.2

&

172.16.255.100
172.16.250.0

172.16.240.3

172.16.250.11

VLAN: 172.16.35.4

172.16.0.255 17F217.111.4



Datakommunikation over netveerk




OS5I Model

Application

Presentation

|

Session

Transport

Network

Data Link

Physical




Application (7)
Presentation (6)
Session (5)
Transport (4)
Network (3)
Data Link (2)

Physical (1)

SMTP, FTP, Telnet
Format Data, Encryption
Start & Stop Sessions

TCP, UDP, Port Numbers

IP Address, Routers

MAC Address, Switches

Cable, Network Interface Cards, Hubs




Encapsulation

[ Passing down the stack. ]

Email Data

)
Transport
header

Network | Transport
header header

Frame Network | Transport
header header header

Data

Frame
Data ]
trailer

Segment

. |

Frame
(medium
dependent)

1100010101000101100101001010101001

X
&




Protokols, Layers

A nebworking model is only a
reprasentation of a network oparation.
The modeal 5 not the actual nebwork.

0s1 Model TCP/IP Protocol Suite TCPIP Model

Applicatkon

Presentation HTTP, DNS, DHCP. FTP Application

i}
mn
1
=]
=

IFvd, IPvE,

Intermet
ek —

Ethernet, WLAN, SONET, SDH Network ACcess

Mebwork

Data Link




OSI Model

Application Away

People Presentation

Sausage

To Throw

Need

Transport
Network Not
Data Link

Please

Physical

Processing




Forbindelse m Downstream Mbit/s Upstream Mbit/s

Telefon
Kabel-anlaeg
Fibernet
Mobilt

Satellit

ADSL

Coax 1000 100
Fiber 1000 1000
5G 200 100

Luft 20 ?



Dynamic Host Configuration Protocol (DHCP) is a client/server protocol that
automatically provides an Internet Protocol (IP) host with its IP address and other
related configuration information such as the subnet mask and default gateway.




Dynamic Host Configuration Protocol (DHCP)

N

- ISP DHCP
Server
Internet

ISP 2

DHCP Client Router DHCP
Server
Sl DHCP
™ BT
Server
— Local DHCP &= < iy i
NGERETE Server &S “’.
CO"POMG b ! "
; ~{ ’-o

—

] » » ]
DHCP Clients

\J

OO0
o

a
a

-
DHCP Clie

o o
nts

Home and Small
Business Network

/‘,



Domain Name Service (DNS)
198.133.219.25

Network

i DNS Server Client
-

DN

WWW.CISCO.com

198.133.219.25



Assigning a Static IPv4 Address to a Host

LAN Interface Properties Configuring a Static IPv4 Address

p
U Egenskaber for Local Area Connection ﬁ

Egenskaber for TCP/IPwd {Internet Protocol Version 4) M

Netvaerk | Deling | MI

Opret forbindelse ved hjzsip af: Du kan f& IP-ndstilinger tildelt automatisk, hvis dit netveerk
='.|. N"l.lrlDl.Pl. I'IFDI'CE 'H]'r"'lﬂ'l]'r"'lﬂ'l]'l]' |"-"|bp5 Etl'lEITIE-‘t UI'IdEFStﬁttEF dEI'II'IE 1'Eu:|||tet. E"EFS Skﬁl dLJ kDI'IEktE dll'l

netveerksadministrator for at f& de korrekte IP-indstilinger.

Denne forbindelse bruger felgende elementer:

(7 Hent automatisk en IP-adresse

i@ Brug felgende IP-adresse:
3___':‘:_. Klientprogram til Microsoft-netveerk
gﬁos-pakkeplanlaegning IP-adresse: w.o.0.1
gﬁl- og printerdeling til Microsoft-netvasic Undernetmaske: 255 . 355 . 355 . 0
i |mtemet Protocol Viersion 6 (TCP/1PvE)
®WTCP/|Pv4 (Intemet Protocol Version 4) Standardgateway: 0.0.0 .24
i | /O-driver til mapper til link4ayertopologi
<. Besvarelse til linkdavertopalogi Hent automatisk en DM5-serveradresse
i@ Brug felgende DNS-serveradresser:
Installer... Fiem Egenskaber Foretrukken DNS-server: 8 .8 .8
Beskrivelse Alternativ DNS-server: g8 .8 .4 .4

TCP/IP (Transmission Caontral Protocol /intemet Protocal).
Standard-WAN-pratokel, der kan bruges til kommurikation pa

twaers =f flers indbyrdes forbundne netvasd:. [] valider indstilinger ved afslutning

OK || Annuler ok | [ Anonuler |




DYNAMISK STATISK

—/

] & =

Laptop : Server Switch
hobil Router
= o o
= oo o
Tablet Camera

AccessPoint Printer



Find Gateway

763027
g 172.16.8.252
'_lJ -
Z PCi
76.30.28 f, VLAN: 172 16.8.165 Server(
i / r-
: 10101011 § i Switchl
VLAN: 192 168.1 210 122005 -
== Router? - -
~ “\-.\ 172.16.8.108
~
e ~ \\‘ -
Sy .
S ~|"-..,N. rinterd
\“\ M
- 381122005 A NN
lv.—; 10.10.10.10 122005 Q4 ; 172.16.8.3 ~ -t
192.68.1.2 R Ay Routert 172.16.8.70
e Router(

172.16.8.40

Laptop0



Wireless




TEKNIQ  panske-roreunp %

STALLATBRERNES ORGANISATION
.,II-_

ELEI(TRI KERUDDANNELSEN

H1 data

3. dag




Fre 23/1

Man 26/1

Tirs 27/1

TEORI:

- IP-adresser (klasser-private-public-subnetmask-gateway-na-fha-lha-bc-nat)

- Topologier (lan-wan-man-pan-internet-extranet-intranet)

- Netvaerkskomponenter (switch-router-wap-repeater-modem-hjemmerouter)

PRAKTIK:
- Packet Tracer gvelser

TEORI:

- Repetition

- Netvaerkskommunikation (isp-medier-ip-opsaetning)
- Protokoller (dns-dhcp)

- OSIl-modellen

- Test af netvaerk (ipconfig-ping)

- Tradlgst netvaerk

PRAKTIK:
- Hjemmerouter

TEORI:

- Repetition

- Besgg af DEF 10.00 - 11.30
- Adresseplaner

PR@VER:

- Opsaetning af tradlgs router og mindre netvaerk
- Oprydning

- Teoretisk prgve



Repetition:




Repetition:




10.76.102.0/16 f?_L_M_\,' 2. Fordel statiske IP-adresser for udstyr.
End-devices de fgrste, og Intermediary-devices de sidste.

I{Duter
g / NIC Gateway-adresse
PC! ; \ _ i PC
SWitc
IF Phone LaptOp
o Server
;/ \! ’ Printer
Laptop Printer
_ IP Phone
Server
Router
1. Angiv IP-adresser for netvaerk. Switch
Network Address
First Host Address
Last Host Address 3. Angiv DHCP-scope med 30 adresser.
Broadcast Start IP-add End IP-add
Mask










Multlple Chclce 1]

* Enkeltmandsprgve
* Udleverede papirer
* Egne noter

Mobil, tablet eller PC bruges kun til
opslag i egne noter —ingen sggning
pa nettet.

Prove er karaktergivende !

For at besta, skal man minimum have
14 rigtige svar ud af 27 spgrgsmal.
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